
Know your organization's security 

program and policies

How to Secure the 

Connected Kitchen

Use application-based discovery to 

identify all assets and applications

Monitor behavior of device and 

applications to see changes that may 

come from cyber threats

Update firmware on devices as soon 

as new (safer) versions are available

Use certificates to encrypt traffic and 

authenticate devices

Rotate all passwords on a regular 

schedule using high-strength 

passwords

Share reports of cyber threat activity 

and best practices for defending 

against them

Have an ongoing training program 

on cyber awareness specific to 

Connected Kitchen environments
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